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To be read in conjunction with any policies listed in Trust Associated Documents. 

RISK MANAGEMENT FRAMEWORK 

1 Introduction 
1.1 Medway NHS Foundation Trust (MFT) is committed to establishing and 

implementing a Risk Management Framework, which minimises risk to its 
stakeholders’ through a comprehensive system of internal controls. The Risk 
Management Framework provides a framework, which encompasses strategic, 
financial, quality, reputational, compliance and health & safety risks. 

1.2 Its aim is to ensure the safety of people who use our services, patients, carers, staff 
and the public and to deliver quality, patient centred services that achieve excellent 
results, promoting the best possible use of public resources, through an integrated 
approach to managing risks. 

1.3 From a strategic perspective, we aim to manage risk by identifying, analysing, and 
then evaluating whether the risk should be modified by risk treatment in order to 
satisfy the Trust’s risk criteria. Throughout this process, stakeholders will be 
communicated and consulted with, monitoring and reviewing the controls that are 
modifying the risk in order to ensure that no further risk treatment is required. This in 
turn will provide public and board assurance that the controls in place to reduce risks 
are working effectively. As such the system of internal control should: 

• Be embedded in the operation of the Trust and form part of its culture; 
• Be capable of responding quickly to evolving risks; and  
• Include procedures for reporting and escalating any significant control failings 

immediately to appropriate levels of management; 
• Align to International Standard for Risk Management ISO 31000 

 
1.4 All aspects of an organisation involve inherent risk and while all organisations 

manage risk to some degree, this Framework and policy outlines the principles 
needed to ensure risk management is effective. This document recommends that the 
Trust develop, implement and continuously improve a framework to integrate the 
process for managing risk into the Trust’s overall governance, Framework and 
planning, management, reporting processes, policies, values and culture. 
 

1.5 The Trust expect all staff to subscribe to its vision, values and Patient First True 
North Domains to which this Framework relates. This Framework is therefore 
integral to and applies to all areas, levels and work of the Trust, as well as specific 
functions, projects and activities, supporting the delivery of the Trust’s Patient First 
Trust North Domains. Failure to successfully implement an effective risk 
management process could severely impact on the Trust’s ability to deliver safe, 
high quality care and our reputation.  
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1.6 In this Framework, the expressions “risk management” and “managing risk” are both 
used in general terms, “risk management” refers to the architecture (principles, 
framework and process) for managing risk effectively, while “managing risk” refers to 
applying that architecture to particular risks. The relationships between the principles 
for managing risk, the framework in which it occurs and the risk management 
process described in this document are shown below: 

 

 
 

2 Purpose / Aim and Objective 
2.1 This Framework provides the overarching framework, mandate and commitment by 

which risk is managed and is fully endorsed by the Trust Board. It focuses on risk 
management arrangements from an organisational rather than an individual 
perspective. 

2.2 The management of risks is a key factor in achieving the provision of the highest 
quality care to people who use our services. Of equal importance is the legal duty of 
the Trust to control any potential risk to staff and the public, as well as safeguarding 
assets of the Trust. It is the responsibility of all staff to be involved in the 
identification and reduction of risks. 
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2.3 All staff are responsible for their own health and safety, and the health and safety of 
others, including staff, service users, patients, carers, visitors and others who attend 
our premises.  

2.4 This Framework sets out a pragmatic and effective multidisciplinary approach to risk 
management, which is underpinned by a clear accountability structure from Board to 
front line staff level.  It recognises the need for robust systems and processes to 
support continuous programmes of risk management enabling staff to integrate risk 
management into their daily activities and support better decision making through a 
good understanding of risks and their likely impact. 

2.5 Assurances will be provided to the Trust Board through an agreed scheme of 
delegation according to principles and systems which will allow the Board to be able 
to make accurate judgements as to the degree to which risks to its objectives are 
being managed effectively and efficiently.  

2.6 The Framework will facilitate the prompt identification of risks through the pillars of 
our Patient First True North Domains and will ensure a consistent process of 
monitoring and escalation through the risk register any deviation from our Plan that 
may pose an operational, strategic, financial or reputational risk to the Trust. The 
Framework enables the identification and management of risks which may prevent 
the achievement of the Trust’s Patient First True North Domains or the delivery of 
safe, high quality care; therefore the key objectives of the Risk Management 
Framework are to: 

• Develop a culture where risk management is integrated into all Trust business; 
• Ensure appropriate structures are in place to manage risks with clear escalation 

levels and processes; 
• Create a system which is user friendly and allows the prompt assessment and 

mitigation of risk; 
• Clearly describe the risk appetite of the Trust; 
• Reduce risks to people who use our services, patients, carers, staff, sub-

contractors, members of the public and visitors to an acceptable level; 
• Develop an ‘open culture’ which encourages staff, patients, people who use our 

services, carers and members of the public to report adverse events in a just and 
fair environment, so that potential trends and lessons may be identified and 
support offered to those reporting; 

• Maximise resources available for patient services and care; 
• Minimise financial liability; 
• Prioritise risk management action plans; 
• Embed risk management throughout the Trust, in support of integrated 

governance; and 
• Provide a system, which integrates into the planning and performance 

management frameworks to minimise duplication whilst adding value. 
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3 Definitions 
3.1 For the purpose of this Framework and policy the following terms and definitions, 

which align to ISO31000, Care Quality Commission (CQC) and any other regulators 
such as Ofsted and The Health & Safety Executive apply;  

Descriptor Definition  
Risk Risk is an uncertain event or set of events that, should it occur, will have 

effect on the achievement of objectives.  
1: an effect is a deviation from the expected - it can be positive and/or 
negative and can address, create or result in opportunities and threats 
2: objectives can have different aspects (such as financial, health & safety, 
quality, governance) and can apply at different levels (such as strategic, 
Trust-wide, project, process). 
3: risk is often characterised by reference to potential events and 
consequences or a combination of these. 
4: risk is often expressed in terms of a combination of the consequences of 
an event (including changes in circumstances) and the associated likelihood 
of occurrence.  

Board Assurance 
Framework (BAF) 

The Board level log of Strategic Risks. The BAF also includes any 
Operational Risks, which may affect the achievement of the Trust’s Patient 
First True North Domains escalated to the Board by the Executive. 

Consequence A measure of the impact that the predicted harm, loss or damage would 
have on the people, property or objectives affected. 

Divisional Risks  Divisional risks are those risks that if realised could impact the trust the 
divisional, departmental or local level. 
Divisional risks have a residual risk assessment score of 1 to 6 (low to 
moderate) but are unlikely to directly impact the Trust’s True North 
Domains. Divisional risks are owned and managed by senior managers and 
are monitored by the divisional triumvirate management team. 

Hazard Anything that has the potential to cause injury, loss, damage or harm. 

Issues Log Issues are things that have happened that were not planned and require 
management action.  
A log of the Operational Issues requiring business as usual management 
and monitoring. 

Lessons Log A log of all the lessons captured during incident investigation, to reduce the 
likelihood of incidents re-occurring.  

Likelihood A measure of the probability that the predicted harm, loss or damage will 
occur 

Operational  
Risks 

Operational risks are risks that if realised could threaten the achievement of 
Trust wide business/service or breakthrough objectives requiring controls or 
mitigation outside/above business as usual management. Operational risks 
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have a residual risk assessment score of 8 to 12 (high) and are owned and 
managed by Trust Senior Managers. Operational risks are monitored by the 
Executive team and the relevant board committee.  

Issue A problem, not so severe/serious enough for it to be considered a Risk and 
requires business as usual management.   

Risk Appetite The Trust’s cultural, attitude/approach toward the management of risk, 
including setting the level of organisational risk that the Trust is willing to 
accept after mitigating actions have been applied. 
The purpose of risk appetite is to provide clear consistent guidance on the 
boundaries, levels of risk, and opportunity to take in achieving the Trust’s 
True North Domains. In the absence of a defined risk appetite, there is an 
increased potential for the Trust to underperform against its objectives 
through lack of scope, clarity and management of expectations. 

Risk Assessment The process by which hazards are identified and the risk rated using tools 
implemented by the Trusts for use by all employees. Assessments can be 
either general or specific, but will be undertaken by competent persons who 
have received the appropriate degree of information, instruction and training.   

Risk 
Management 

The systematic application of management policies, procedures and 
practices to identify, analyse, assess, treat and monitor risk.  

Risk Matrix The tool used to ‘score’ each risk and determine its place on the Risk 
Register. 

Risk Mitigation The systemic reduction in the extent of exposure to a risk and/or the 
likelihood of its occurrence.  

Risk Register A log captured electronically of all the risks that may threaten the success of 
the Trust in achieving its declared aims and Trust’s True North objectives. 

Strategic Risks Strategic risks threaten the way in which the Trust exists or operates and 
may have a direct detrimental effect on the achievement of the strategic 
objectives outlined in the Framework. Strategic risks have a residual risk 
assessment score of 15 or higher (extreme) and are owned and managed 
by Trust Executive Directors. Strategic risks are monitored by the executive 
team and inform the BAF. 

Tolerable Risk Risks that has been identified, assessed and evaluated and does not require 
any further mitigating actions.  

Risk Register Field Descriptors are provided in Appendix 1 
 

4 Legislative, Regulatory and Guidance Frameworks for Risk Management  
4.1 The Trust must ensure that its risk management arrangements meet the 

requirements of a number of legislative, regulatory and national bodies which are 
described below: 
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4.1.1 Legislation 
The trust has statutory responsibilities for risk assessing and reducing risks 
under: 
• Health and Safety at Work Act 1974; and 
• Management of Health and Safety at Work Regulations 1992 (amended 

1999) 

In addition the Trust has a number of responsibilities as outlined in the 
Health and Safety Policy 

4.1.2 Regulatory Requirements  
This Framework responds to our regulatory and statutory duties such as 
those overseen by the Care Quality Commission (CQC), Ofsted and Health 
& Safety Executive to implement effective risk management systems.  
 
The CQC use a risk based approach to make decisions on compliance with 
the Fundamental Standards; as such it is essential the Trust make a 
connection between quality and risk. Regulation 16 - Assessing and 
Monitoring the Quality of Service Provision requires that healthcare 
providers “have an up to date description of the systems and methods the 
continuous quality improvement system uses to identify, assess, manage, 
monitor and record risk”. 

 
4.1.3 NHS England and Improvement (NHSEI) 

As a Foundation Trust it is essential that the Trust develops a Framework 
and culture which will enable compliance with the following 
frameworks/guidance: 
• NHS Foundation Trust Code of Governance; and 
• Compliance Framework, Section 3 Risk Assessment 

 
4.1.4 NHS Resolution 

The Trust is responsible for reporting all legal claims and litigation, as well 
as any incidents which have the potential for claims or litigation to NHS 
Resolution (formally The NHS Litigation Authority (NHSLA). 
 

4.1.5 Best Practice  
The Framework is based on good practice from the National Patient Safety 
Agency (now subsumed into NHS Improvement) and the International 
Standard for Risk Management (Principles and Guidelines) ISO3100. 

5  (Duties) Roles & Responsibilities 
5.1 The Trust’s management of risk forms part of its overall approach to governance, 

with the following individual responsibilities; 
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5.1.1 Chief Executive Officer: as Accountable Officer has overall responsibility 
for risk management and for ensuring the Trust has a Risk Management 
Framework and infrastructure in place to provide a comprehensive system 
of internal control and systemic and consistent management of risk. The 
Chief Executive will delegate specific roles and responsibilities as required, 
to ensure risk management is coordinated and implemented equitably to 
meet the Trusts objectives. 
 

5.1.2 Chief Nursing Officer: has delegated board level responsibility for 
ensuring that all risk and assurance processes are devised, implemented 
and embedded, reporting to the Chief Executive Officer and Executive 
Team any significant issues arising from the implementation of this 
framework including evidence of non-compliance or lack of effectiveness 
arising from the monitoring process so that remedial action can be taken. 
They also have delegated board level responsibility for quality, and patient 
experience in relation to risk management processes. They hold the 
responsibility for the Trust risk of non-compliance with CQC fundamental 
standards, and is the director with responsibility for safeguarding, 
decontamination and infection prevention and control. The Chief Nursing 
officer is also responsible for risk relating to Ofsted as a result of providing 
children’s community services.  
 

5.1.3 Director of Quality and Patient Safety: has the operational responsibility 
for ensuring the delivery and effectiveness of all risk management and 
assurance processes, and direct line management of the corporate 
governance team. In addition the Director of Quality and Patient Safety has 
the delegated responsibility for Health and Safety, Legal Services and 
patient safety in relation to risk management processes.  
 

5.1.4 Company Secretary: has the responsibility for ensuring implementation of 
effective and suitable governance structures, developing, implementing, 
coordinating and maintaining the Trust Board Assurance Framework and 
ensuring the Board follows due process. 
 

5.1.5 Chief Medical Officer: has delegated board level responsibility for 
information governance in relation to risk management processes. They are 
the Senior Information Risk Owner (SIRO) as well as the Caldicott 
Guardian with responsibility for information governance risk management 
 

5.1.6 Chief Financial Officer: has the delegated board level responsibility for 
financial constraints and balances competing financial demands, facilities 
and estates and for the Trust’s financial risk management activities. They 
will ensure that financial planning and financial risk management integrates 
with the clinical and organisational risks management activities. The Chief 
Finance Officer seeks the Internal Auditor’s Opinion on the effectiveness of 
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Internal Control and Internal Financial Control.  
 

5.1.7 Chief Operating Officer: is responsible for the operational delivery of the 
Trusts services, and as such holds the executive level ownership for risks 
relating to the delivery of operational services. 
 

5.1.8 Chief Strategic and Transformation Officer: has the board level 
responsibility for the delivery of Patient First Framework, service 
transformation, programme management office, innovation & development 
and information technology. They are responsible for ensuring that risks 
relating to innovation and development are identified, mitigated and 
managed.  
 

5.1.9 Chief People Officer: has the board level responsibility for implementing 
effective workforce planning, staff welfare, recruitment and retention, 
organisational learning and development strategies. They are responsible 
for ensuring that risks relating to human resources and organisational 
development are identified, mitigated and managed. The Chief People 
Officer is also responsible for risks associated with Ofsted as a result of 
providing the onsite nursery provision.  
 

5.1.10 Director of Communications & Engagement: has the board level 
responsibility for managing the risks relating to the reputation of the 
organisation in relation to press and media coverage and stakeholder 
relationships and engagement, ensuring they are identified, mitigated and 
managed. 
 

5.1.11 Director of Estates and Facilities: is responsible for the management of 
risks within their areas of operational responsibility. They are responsible 
for ensuring that risks are appropriately escalated according to the Trust 
Risk Management policy through to Executive and Trust Board where 
appropriate. They are responsible for ensuring that there are nominated 
individuals in their teams with explicit risk management responsibilities.  
 

5.1.12 EPRR Accountable Executive Officer: is responsible for the management 
of the Emergency Preparedness, Resilience and Response Risks including 
both those organisational EPRR risks and those on the national and 
community risk registers ensuring that they are appropriately identified, 
assessed, mitigated and managed in partnership with borough resilience 
forums as necessary.  
 

5.1.13 Freedom to Speak Up Guardian: is responsible for ensuring staff feel able 
to raise concerns freely and safely in relation to patient safety, treatment or 
care. 
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5.1.14 Divisional and Corporate Service Directors: are accountable for the 
delivery of quality services in the areas within their remit and lead on the 
delivery of the Trust’s Patient First Framework with responsibility for 
ensuring that risks are appropriately identified and controlled. They will 
ensure the quality agenda is effectively coordinated, resourced and 
implemented across the Trust in an integrated way; ensuring actions to 
improve the quality of service delivery are completed, measured and 
shared to identify lessons, areas for improvement and best practice. 
Directors are accountable for ensuring that the potential effect on the 
quality of service delivery is risk assessed prior to approval of any new 
business proposal. They will ensure that the infrastructure to enable staff to 
deliver high quality care within their areas of responsibility continues to be 
in place. 
 
Directors are responsible for risk management leadership and for ensuring 
sufficient resources have been allocated to undertake effective risk 
management. Divisional and Corporate Directors are jointly responsible for: 
 
• Ensuring the Trust is compliant with risk management strategies, 

policies and processes 
• Ensuring service risks are managed; 
• Escalating risks, issues or requests to the Executive Directors; and 
• Managing, implementing and tracking mitigating actions, plans and 

lessons identified 
 

5.1.15 Senior Managers: are responsible for ensuring systems are in place to 
implement and monitor programmes of quality improvement within their 
areas of responsibility in line with the Trust’s priorities. Senior Managers are 
responsible for managing the strategic development and implementation of 
integrated risk and governance within their Divisional and service lines. This 
includes ensuring: 
 
• Systems are in place to identify, assess and manage risks through 

implementation and review of Divisional Risks; 
• Effective systems are employed for reporting, recording and 

investigating of all adverse events, such as serious incidents, 
incidents, near misses, complaints, claims and outcomes of coroner 
inquests and legal proceedings 

 
Senior Managers will identify risks within the care group and specialties, 
ensuring appropriate actions are taken, documented and completed to 
mitigate risks, complying with reporting and governance arrangements to 
ensure lessons identified and best practice are shared across the 
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organisation. They will monitor their staff and service compliance against 
identified standards and safe systems of work whether set nationally or 
locally and will facilitate and act upon regular user feedback. 

 
5.1.16 Head of Corporate Governance, Legal and Information Governance: 

reporting to the Director of Quality and Patient Safety, the Head of 
Corporate Governance, Legal and Information Governance is responsible 
for ensuring: 
• The development of the Risk Management Framework and 

Procedure. Ensuring they are effectively coordinated, implemented 
and monitored across the Trust; 

• Effective integration between the Risk Management Framework and 
Procedure and Board Assurance Framework managed by the Trust 
Company Secretary 

• Maintaining the Trust Risk Register as an active document, monitoring 
mitigation and action plans. 

• Monitoring risk and safety requirements of external agencies, 
including, but not limited to: 
o NHS England Improvement Patient Safety Division (Formally 

National Patient Safety Agency through the Central Alerts 
System) 

o Medicines and Healthcare Products Regulation Authority; 
o Health and Safety Executive 
o NHS counter Fraud and Security Management Service (Formally 

NHS Protect) 
o NHS Resolution 
o National, Regional and Local Security/Intelligence briefings; and 
o Care Quality Commission 

• Develop and implement suitable and sufficient risk management 
training provision across the Trust, ensuring role specific training is 
provided; and 

• Responsible for the governance process relating to risks and 
monitoring compliance with the policy framework and reporting to the 
Trust Board 

• Day to day line management and effectiveness of the Risk 
Management function. 

 
5.1.17 Specialist Subject Matter Experts / Managers: Individuals working within 

specialist subject matter fields, including but not limited to: 
• Patient Safety Manager; 
• Complaints and PALS Manager; 
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• Head of Safeguarding; 
• Legal Services Manager; 
• Head of Health & Safety; 
• Information Governance Manager; 
• Accredited Security Management Specialist; 
• Senior Manual Handling Practitioner; 
• Senior Fire Safety Advisor; 
• Medical Devices Lead; and  
• Risk Manager 

 
Will report to the executive director with delegated or named board responsibility for 
their area of expertise and are responsible for: 

• Acting as a specialist advisor to the Trust with regard to their 
specialism, ensuring that the Trust is compliant with all regulatory 
duties, frameworks, guidance and best practice where applicable. 

• Ensuring adequate investigation and follow up incidents occurring 
within their specialism undertaking analysis and identifying trends. 

• Identifying specific risks relating to their specialism and ensuring that 
they are adequately assessed, recorded, mitigated and reported. 

• Providing comprehensive training programmes as required for staff 
delivering activities within their specialism. 

 
5.1.18 All Staff: are accountable for the quality of the services they deliver and 

complying with, and participating in risk assessment processes as required. 
They will comply with identified standards and safe systems of work specific 
to their roles, whether identified in national, professional or Trust policy, 
procedures and guidelines. They will report quality issues, however caused, 
through identified channels to ensure prompt action can be taken using 
existing reporting systems within the Trust. 

 
All Managers and staff have responsibility for managing risks within the 
services within which they work and for ensuring that they have attended 
the appropriate Risk Management Training commensurate to their role 

 
5.2 The Committee and Group structure set out below is designed to ensure that risks 

are being effectively identified, assessed and mitigated.  
 
5.2.1 Council of Governors: Trust Governors provide an additional level of 

assurance that strategic decisions taken by the Board are informed by the 
views and opinions of local people, people who use our services and staff. 
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5.2.2 Trust Board: is responsible for establishing the Framework and for driving 
the Trust forward to achieve these. It is also responsible for ensuring that 
there are effective systems in place to identify and manage the strategic 
risks associated with the achievement of the Patient First True North 
Domain objectives through the Board Assurance Framework. The Trust 
Board is responsible for endorsing the organisation’s system of internal 
control, including risk management. 

 
The Trust Board has reserved for itself the adoption of the Trust Risk 
Management Framework and has collective responsibility for: 
 
• Providing leadership on the management of risk; 
• Ensuring risk management systems within the Trust are effective and 

fully operational across the whole organisation; 
• Directing the reduction, elimination and exploitation of risk in order to 

increase resilience; 
• Determining and communicating the risk appetite statement for the 

Trust; 
• Ensuring the consistent approach to the application of the risk 

management Framework; 
• Ensuring that the Trust has a programme in place for managing all 

types of risk at all levels; 
• Reviewing and requesting assurances to demonstrate that risks have 

been identified, assessed and all reasonable steps have been taken 
to manage them effectively and appropriately; 

• Receiving assurance that resources are available to support the risk 
management system and to manage risk within the agreed risk 
appetite; 

• Protecting the reputation of the Trust and correctly scoring risks to the 
achievement of the Trust’s strategic objectives via the Board 
Assurance Framework and regular review of such; and 

• Ensuring all members of the Trust Board attend Board development 
and awareness training in relation to risk management 

 
5.2.3 Audit and Risk Committee: has delegated responsibility on behalf of the 

Board to seek satisfactory assurance that the Trust is meeting statutory 
internal and external requirements to remain a safe and effective business 
through embedded and effective risk management systems and processes 
with appropriate support from internal/external audit. 

 
5.2.4 EPRR Group: has responsibility for collaboratively identifying, reviewing 

and managing trust wide risks as well as considering the community risk 



Medway NHS Foundation Trust 
Risk Management Framework and Policy 

POLCGR028 
Page 17 of 57 
 

register for locality risks which then inform the development of training and 
exercising.  

 
5.2.5 The Executive Board: has the following responsibilities: 

• To provide assurance to the Trust Board of Directors that effective 
systems are in place to identify, analyse, evaluate and control risk 
within the Trust, including reviewing and agreeing the risk 
management Framework. 

• Review the Trust Risk Register, receiving escalated risk from, and de-
escalating risks to divisional, corporate, committee and group risk 
registers. 

• Monitor action plans relating to extreme and high rated risks to 
ensure: 
o effective controls are implemented 
o blocks/challenges to effective control are reduced or removed 
o effective assurance and monitoring are in place to track adequacy 

of control 
• Identify extreme and high rated risks which require escalation 

escalating as necessary/required, through the Board Assurance 
Framework those risks which have the potential to affect Patient First 
breakthrough objectives. 

• Encourage and foster greater awareness of risk management 
throughout the organisation. 

 
5.2.6 Divisional & Corporate Senior Management Team Meetings: will: 

• Review divisional level or corporate services specific risks on a 
monthly basis, escalating risks as required 

• Ensure systems are in place to support delivery and compliance with 
legislation, mandatory NHS standards and relevant bodies; 

• Monitor the delivery of action plans to ensure gaps in controls are 
closed and to identify robust assurance mechanisms 

• Encourage and foster greater awareness of risk management 
throughout their divisions 

• Identifying emerging trends, themes and issues at an operational level 
across the trust and any resulting potential risks 

 
5.2.7 Business Planning: risks, including those to the Patient First Breakthrough 

Objectives of the Trust are considered during business planning cycles to 
ensure decisions regarding the Trust’s Patient First Framework and Annual 
Plan account for the current risk profile and appetite. A flowchart outlining 
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how business planning aligns with risk management is provided in 
Appendix 2. 

6 Risk Appetite 
 

5.1 Every Trust will have a different perception of the level of risk it is comfortable with 
and needs to be clear about what is and is not acceptable. An organisation’s risk 
appetite is defined as the amount and type of risks that an organisation is prepared 
to seek, accept or tolerate in the pursuit of its strategic objectives. 

5.2 Risk appetite is a core consideration in any corporate risk management approach. 
No organisation, whether in the private, public or third sector can achieve its 
objectives without taking a risk. The question for the decision-makers is how much 
risk do they need to or are prepared to take.  

5.3 The UK Corporate Governance Code states that “the board is responsible for 
determining the nature and extent of the significant risks it is willing to take in 
achieving its strategic decisions”. As well as meeting the requirements imposed by 
corporate governance standards, organisations are increasingly being asked to 
express clearly the extent of their willingness to take risk to meet their strategic 
objectives. 

5.4 Risk appetite levels will depend on circumstances; for example the Trust will have a 
low tolerance to taking risks which may impact on patient or staff safety, but may 
have more appetite for opportunity risks such as major service developments which 
present significant challenges, but will ultimately bring benefits for the Trust. 

5.5 Expressing risk appetite can therefore enable a Trust to take decisions based on an 
understanding of the risks involved. It can be a useful method of communicating 
expectations for risk-taking to managers and improve oversight of risk by the Board. 

5.6 The Trust’s risk appetite is expressed in two key ways.  Firstly, through the score 
attributed to particular risk impacts, and secondly through the approach to risks 
which have specific overall risk scores 

7 Risk Appetite Statement 
5.7 The Trust believes that the management of risk is everyone’s responsibility. Good 

risk management underpins the quality of our services for people. Our ambition is to 
be the best. We want patients and people who use our services and their families to 
feel and be safe in our care due to our robust risk management arrangements. We 
want staff to be proud and feel safe to work for us and feel confident and supported 
in their positive risk taking and management of risk. 

5.8 The Trust Board has considered and agreed the principles regarding the risks that 
the Trust is prepared to seek, accept or tolerate in the pursuit of its Patient First True 
North objectives. The Trust Board has taken a cautious view regarding the risks that 
it is prepared to take in terms of risks to quality and patient safety, compliance and 
regulation, reputation, workforce and external stakeholders. 
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5.9 In recognition of a challenging financial climate, the Trust Board has taken a view to 
reduce its risk appetite for financial controls. In all these areas the Trust expresses a 
preference for safe delivery options that have a low degree of risk and which may 
only have a limited potential for reward. Alternatively, the Trust Board has set a high 
appetite for innovation, indicating an open approach and willingness to consider all 
potential delivery options while also providing an acceptable level of reward, (value 
for money). 

5.10 The Trust know that not all risks can be avoided or eliminated. Where it is not 
possible we will accept risks where all possible action to improve the controls has 
been undertaken and further action is not cost effective or reasonable. The Board 
understands that there is a balance to be maintained between key risk areas and 
that sometimes risks in some areas will need to be taken to manage risks to an 
acceptable level in other areas. The Trust’s risk management framework requires 
that where the Trust’s risk appetite is exceeded the risk review governance process. 

5.11 Subject to controls and assurances being in place the Trust will tolerate risks which 
fall within our risk appetite. Each risk category will have an agreed risk appetite 
description as shown  below; 

Appetite Level  
 

Described as:  

None (0) Avoid: the avoidance of risk and uncertainty is a Key Organisational 
objective.  
 

Very Low (1-4)  Minimal (as little as reasonably possible): the preference for ultra-safe 
delivery options that have a low degree of inherent risk and only for 
limited reward potential.  
 

Low (5-8)  Cautious: the preference for safe delivery options that have a low 
degree of inherent risk and may only have limited potential for reward.  
 

Moderate (9-15) Open: willing to consider all potential delivery options and choose, 
while also providing an acceptable level of reward (and Value for 
Money).  
 

High (16-25) Seek: Eager to be innovative and to choose options offering potentially 
higher business rewards (despite greater inherent risk).  
 
Mature:  Confident in setting high levels of risk appetite because 
controls, forward scanning and responsiveness systems are robust. 
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5.12 The diagram below summarises the Trust’s risk appetite across these domains. 
 

Domain Appetite Range Score (trigger 
level) 

Clinical Performance and 
medical equipment  

Very Low 1-4 4 

Governance, Compliance 
and regulation 

Very Low 1-4 4 

Health, Safety, Security & 
Fire 

Very Low 1-4 4 

Quality and Patient Safety Very Low 1-4 4 

Emergency Preparedness / 
Business Continuity 
(EPRR/BC) 

Low 5-8 8 

Estate, facilities and non-
medical equipment  

Low 5-8 8 

Reputation & Media Low 5-8 8 

Training & Education  Low 5-8 8 

External Stakeholders Moderate 9-15 9 

Information Governance Moderate 9-15 9 

IT/Infrastructure  Moderate 9-15 9 

Finance Moderate 9-15 9 

Workforce Moderate 9-15 9 

Innovation High 16-25 16 

 
5.13 Risks which exceed the trigger will be reviewed as part of the high level risk register 

by the Executive Team and may be escalated if deemed appropriate by the relevant 
Director. 
 

5.14 This Statement sets out the Board’s strategic approach to risk-taking by defining its 
boundaries and risk tolerance thresholds therefore supporting delivery of the Trust’s 
Risk Management Framework and Policy 
 

8 Monitoring and Review  
5.15 This framework will be reviewed every two years from the date of ratification, or 

sooner should there be a change to business process, best practice, statutory duties 
or any other event which affects the arrangements outlined in this document. 
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5.16 Compliance with this framework will be monitored on a regular basis and reported to 
relevant committees. Any non-compliance will be reported to the appropriate 
operational director for them to take appropriate action.  

5.17 Monitoring arrangements are listed in Appendix 3.  

9 Training and Implementation  
5.18 The Trust is committed to equipping staff with the necessary skills required to 

undertake their roles competently and confidently. In turn, staff must take 
responsibility for developing these skills and participating in the lifelong learning 
process.  

5.19 A Training Needs Analysis (TNA) has been developed to identify the training 
requirements for the implementation of this Framework for all staff groups and Non-
Executive Directors and is provided below with training provided in Appendix 4. 
Topic Staff Groups Frequency Delivery 
Risk Assessment & 
Management 
Training 

Trust Board 
Executive Team 
Senior Managers 
Risk Owners 

Every Two Years  In house face to 
face/teams 
workshop 

Electronic Risk 
Management 

Senior Managers 
Risk Owners 
Administrative 
Staff 

One Off and as 
required to 
facilitate system 
change  

In house face to 
face/teams 
workshop 
E-Learning 

 
5.20 In addition to Statutory and Mandatory Training, the Integrated Governance Team 

will deliver a programme of risk management training, including risk assessment and 
root cause analysis. Compliance of training delivery will be included within 
performance indicators. 

10 Risk Management Work Programme  
5.21 The risk management work programme forms part of the Integrated Governance 

work plan. The work programme is produced by the Head of Corporate Governance, 
Legal and Information Governance outlines the work to be delivered to ensure we 
continue to develop, implement and improve our risk management processes, 
systems and strategies. Monitoring of compliance and delivery against the Risk 
Management Work Programme is undertaken by the Risk and Compliance 
Assurance Group. 

11 Equality Impact Assessment Statement & Tool 
A screening process has been carried out and this policy does not require a full impact 
assessment. 
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12 References 
 

Document Ref No 
References:  
Trust Associated Documents: 
SOP0165 - Board Assurance Framework (1 attachment) SOP0165 
SOP0186 - Risk Assessment Procedure (1 attachment) SOP0186 
SOP0039 - Serious Incident SI - Procedure (1 attachment) SOP0039 

 
  

http://qpulse-drs.medway.nhs.uk/Corporate/Documents.svc/documents/active/attachment?number=SOP0165
http://qpulse-drs.medway.nhs.uk/Corporate/Documents.svc/documents/active/attachment?number=SOP0186
http://qpulse-drs.medway.nhs.uk/Corporate/Documents.svc/documents/active/attachment?number=SOP0039
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RISK MANAGEMENT POLICY  

1 Principles 
1.1 Healthcare provision and the activities associated with caring for patients and people 

who use our services, employing staff, providing premises and managing finances will 
always involve an inherent degree of risk. In broad terms, groups or areas that may 
be affected are: 
• Patients, people who use our services, carers and visitors; 
• Staff (including contractors and volunteers); 
• Finances; 
• The business of the Trust; 
• Compliance with statutory duties; and  
• The Trust’s reputation  

 
1.2 The key sources of risks to those groups are: 

• Acts or omissions by staff and contractors; 
• Information systems and the reports they generate (information governance); 
• Trust estates and environmental impact; 
• Work force planning;  
• Business Continuity i.e. the unexpected failure of systems, which may have a 

wide impact on the continued delivery of services;  
• Internal change control 
• Healthcare system pressure; and 
• Changes to the commissioning environment 

 
1.3 The purpose of risk management is the creation and protection of value. It improves 

performance, encourages innovation and supports the achievement of objectives. 
The principles outlined below provide guidance on the characteristics of effective 
and efficient risk management, communicating its value and explaining its intention 
and purpose.   
 

1.4 The principles are the foundation for managing risk and should be considered when 
establishing the Trust’s risk management framework and processes. These 
principles should enable the Trust to manage the effects of uncertainty on its 
objectives 
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1.5 Effective risk management requires the elements above and can be further 
explained as follows: 
• Integrated: Risk management is an integral part of all organisational activities. 
• Structured and comprehensive: A structured and comprehensive approach to 

risk management contributes to consistent and comparable results. 
• Customised: The risk management framework and process are customized 

and proportionate to the Trust’s external and internal context related to its 
objectives. 

• Inclusive: Appropriate and timely involvement of stakeholders enables their 
knowledge, views and perceptions to be considered. This results in improved 
awareness and informed risk management. 

• Dynamic: Risks can emerge, change or disappear as an organisation’s 
external and internal context changes. Risk management anticipates, detects, 
acknowledges and responds to those changes and events in an appropriate 
and timely manner. 

• Best available information: The inputs to risk management are based on 
historical and current information, as well as on future expectations. Risk 
management explicitly takes into account any limitations and uncertainties 
associated with such information and expectations. Information should be 
timely, clear and available to relevant stakeholders. 

• Human and cultural factors: Human behaviour and culture significantly 
influence all aspects of risk management at each level and stage. 

• Continual improvement: Risk management is continually improved through 
learning and experience. 
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2 Framework 
2.1 The purpose of the risk management framework is to assist the Trust in integrating 

risk management into significant activities and functions. The effectiveness of risk 
management will depend on its integration into the governance of the Trust, 
including decision-making. This requires support from stakeholders, particularly top 
management. 
 

2.2 Framework development encompasses integrating, designing, implementing, 
evaluating and improving risk management across the organization. The below 
diagram illustrates the components of a framework: 

 
 

2.3 The Trust has evaluated its existing risk management practices and processes, 
evaluated any gaps and addressed those gaps within the framework. The 
components of the framework and the way in which they work together has been 
customised to the needs of the trust. The Trust Board has ensured that risk 
management is integrated into the Trust’s activities to demonstrate leadership and 
commitment by: 
• Customising and implementing all components of the framework; 
• Issuing a statement and policy that establishes a risk management approach, plan 

and course of action; 
• Ensuring that the necessary resources are allocated to managing risk; 
• Assigning authority, responsibility and accountability at appropriate levels within 

the Trust. 
 

2.4 This will help the Trust to: 
• Align risk management with its objectives, Framework and culture; 
• Recognise and address all obligations, as well as its voluntary commitments; 



Medway NHS Foundation Trust 
Risk Management Framework and Policy 

POLCGR028 
Page 26 of 57 
 

• Establish the amount and type of risk that may or may not be taken to guide the 
development of risk criteria, ensuring that they are communicated to the Trust and 
its stakeholders; 

• Communicate the value of risk management to the Trust and its stakeholders; 
• Promote systematic monitoring of risks; 
• Ensure that the risk management framework remains appropriate to the context of 

the Trust. 

3 Risk Management Process 
3.1 The risk management process involves the systematic application of policies, 

procedures and practices to the activities of communicating and consulting, 
establishing the context and assessing, treating, monitoring, reviewing, recording 
and reporting risk.  

3.2 The Trust will use the risk management process as outlined by ISO31000 in 
implementing its risk management Framework. The risk management process is an 
integral part of management and decision-making and integrated into the structure, 
operations and processes of the Trust. It can be applied at strategic, divisional, care 
group, programme or project levels. The dynamic and variable nature of human 
behaviour and culture is considered throughout the risk management process. 
Although the risk management process is often presented as sequential, in practice 
it is iterative 

3.3 Managing risk is based on the principles, framework and process outlined in below:   
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3.4 The Trust Risk Process Flow Chart is provided within Appendix 5. 

4 Risk Identification 
4.1 Risk may be identified via a number of mechanisms and may be both proactive and 

reactive from a number of sources, including but not limited to: 
• Analysis of key performance indicators; 
• Capital and service development projects;   
• Change control processes; 
• Claims, incidents, serious incidents and complaints;  
• Clinical Risk Assessments;  
• Contingency/Disaster recovery planning and exercising;  
• Coroners reports;  
• Environmental and workplace risk assessments; 
• Equipment and system malfunction or failure; 
• Equipment purchase/modification;  
• Information Governance Toolkit; 
• Committees, groups or meetings;  
• Internal and external reviews, visits, inspections, audits and accreditation;  
• National recommendations;  
• New legislation and guidance;  
• Preventative maintenance issues;  
• Risk assessment of everyday operational activities, especially when there is a 

change in working practice or environment;  
• Safety alerts (e.g. Central Alerting System) 
• Staff and patient surveys; and 
• Raising Concerns Policy 

 
4.2 Each risk identified should be clearly defined using simple, unambiguous and non-

emotive language, using the ‘If’ and ‘Then’ concept. 

5 Raising New Risks 
5.1 Staff should raise risks to their line manager through their business processes. All 

new risks will be reviewed by a divisional senior manage to determine: 
• If the threat raised is a risk (requires mitigation and action outside of business as 

usual) or an issue (can be managed within business as usual). Where deemed 
an issue this will be moved to the divisional issues log; 

• Risk Title and Description accurately reflect the risk; 
• Risk Scoring accurately reflects the residual risk; and 
• Action and mitigations are appropriate 
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6 Risk Analysis & Evaluation  
6.1 Risk analysis and evaluation involves developing a further understanding of the risk 

to enable an evaluation of how the risk should be treated. As such risk analysis 
involves the consideration of the causes and sources of the risk, their positive and 
negative consequences and the likelihood that those consequences may occur. 

 
6.2 Ideally, risk analysis should be an objective process and wherever possible should 

draw on independent evidence and valid quantitative data. However it is recognised 
that such evidence and data may not be available to the assessor(s), who will be 
required to make a subjective judgement. When facing uncertainty, the assessor(s) 
should take a precautionary approach.  

 
6.3 In order to ensure consistency of risk quantification across the Trust a standardised 

set of descriptors and scoring matrices (based upon the Australian/New Zealand 
Standard AS/NZS 4360:2004) will be used for risk analysis.  

 

7 Risk Scoring 
7.1 The risk score will be based upon the consequence of a risk and the likelihood of it 

being realised: 
 
Consequence x Likelihood = Risk Score 
 

7.2 The Trust uses four risk scores during the management of risks: 
• Initial Risk Score: This is the score when the risk was first identified and is 

assessed with the current existing controls in place. This score will remain 
unchanged for the lifetime of the risk and is used as a benchmark against which 
the effect of risk mitigation can be measured. 
 

• Previous Risk Score: This is the score following the last review of the risk. This 
allows for comparison with the current risk score as it stands, showing change in 
direction from the last assessment.   
 

• Current Risk Score: This is the score following the application of controls. 
Effective controls should always reduce the initial risk score. The current 
(residual) risk score is taken at the time the risk was last reviewed in line with the 
set review dates. It is expected that the current risk score will reduce and move 
toward the Target Risk Score as action plans and mitigating actions are 
developed and implemented. 
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• Target Risk Score: This is the score that is expected to be reached after the 
action plan and mitigating actions have been fully implemented to enable the risk 
to be reduced to a level which is tolerable. 

 
7.3 Scoring the Consequence: Consequence must be scored using the Table of 

Consequences. Where there are multiple domains the highest consequence should 
be used. See appendix 6.  

 
7.4 Scoring the Likelihood: Likelihood must be scored using the Table of Likelihood, 

with existing controls in place. See appendix 7. 
 

7.5 Risk Score: Once the Consequence and Likelihood have been determined, the 
over-all risk score can be measured using the Risk Score Matrix. See appendix 8. 

 
7.6 Risk Grade/Rating: for grading risks, the scores obtained from the risk matrix are 

assigned grades as per the Grade descriptor. Risk grading makes evaluation of the 
risk easier with reference to the Trust wide risk profile; providing a systemic 
framework by which to identify the level at which risks will be managed, prioritising 
remedial action and availability of resources to address risks.  
 
7.6.1 Risk rating also allows the Trust to set its risk appetite, with the ‘Risk 

Treatment Table (Appendix 9) used to define the guidance on the 
documentation/registration of the risk, the urgency of action to mitigate the 
risk and clarifies ownership, reporting and oversight 

8 Risk Treatment  
8.1 Having identified, assessed, scored and rated the risk, it is important to identify and 

document what action needs to be taken to enable the Target Risk Score to be 
achieved. 
 

8.2 In general there are four potential responses to address a risk once it has been 
identified and assessed: 
• Tolerate / Accept: The risk may be considered tolerable without the need for 

further mitigating action. For example if the risk is rated low or the Trusts ability to 
mitigate the risk is constrained or if taking action is disproportionately costly. 
Where the decision to tolerate a risk is taken, consideration should be given to 
developing contingency arrangements for managing the consequences that might 
occur should the risk be realised. 
Tolerated risks must be assessed and reviewed at least annually to identify any 
change in circumstances or scoring. 
 

• Treat / Reduce: This is the most common response to managing risks. It allows 
the Trust to continue with the activity whilst ensuring that mitigating actions are 
implemented to reduce the risk to a tolerable level e.g. as low as reasonably 
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practicable. In general action plans will reduce the risk over time, but are unlikely 
to eliminate it. 
It is important to ensure that mitigating actions are proportionate to the identified 
risk and give reasonable assurance that the risk will be reduced to a tolerable 
level. 
Risks are considered for closure once the tolerable risk level (Target Score) has 
been reached and the chair of the appropriate monitoring group/committee 
agrees with the proposal for risk closure 
 

• Transfer: In some circumstances the risk may be transferred, for example 
through conventional insurance policies or by sub-contracting a third party to take 
the risk. This option is particularly suited to mitigating financial risks or risks to 
assets. 
It is important to note that risks to the Trusts reputation cannot be transferred. 
 

• Terminate / Avoid: In some circumstances, the only way to reasonably prevent 
the risk is to terminate or avoid the activity giving rise to the risk, or by changing 
the way in which the activity is undertaken. 
Within the NHS this option is limited as there are many activities which have 
associated risks that are deemed necessary for the delivery of effective health 
care services 

 

9 Risk Approval Process 
9.1 Any member of staff can identify a risk and whilst approval does not need to be 

sought before adding a risk to the risk register it is best practice to discuss the risk 
with your line manager and/or other members of your service/team to ensure that 
you have all the relevant information.  
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10 Risk Review & Monitoring 
10.1 The following minimum periods for review have been set for all risks and are aligned 

to the risk score.  
 

Score Level  Review Period 

 Issue Monthly Review  
Tolerable Tolerable Six Monthly Review 

(1 - 3) Low Risk Quarterly review  
(4 - 6) Moderate Risk Two Monthly Review  
(8 - 12) High Risk Monthly Review 

(15 - 25) Extreme Risk Two Weekly Review  
 

10.2 All risks must be reviewed and documented on the electronic risk management 
system in line with these timeframes; however more frequent review may be 
undertaken as necessary/required. 

 
10.3 When undertaking the risk review the following questions should be considered;  
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Consideration Description / Question Impact / Outcome 
Risk Description Is the risk still the same or has it 

changed? 
Risk updated to reflect the new 
nature of the risk or a new risk 
raised  

Realisation of the 
risk 

Has the risk occurred? To what 
extent? 

Consider any new risks as a 
result of the risk occurring  

Incidents, 
Complaints or 
Claims 

Have there been related 
incidents, complaints or claims? 
or has the number of incidents, 
complaints or claims increased/ 
decreased? 

May change the likelihood Score 
or Consequence   

Control 
Effectiveness 

Are the controls put in place 
effective in reducing the risk? 

Change of consequence or 
likelihood score 

Completed Actions 
& Effectiveness 

Have mitigating actions been 
completed? If so how effective 
are they in reducing the risk? 

Change to consequence or 
likelihood score 

Consequence Score Has the likelihood or 
consequence changed? 

Change to consequence or 
likelihood score 

Target Score Is the target score still achievable 
or has it been reached? 

Change to target score or 
closure of risk. 

 
10.4 Risk monitoring will take place by the following groups; 
 

Register Monitoring Group Frequency 
Board Assurance 
Framework 

• Trust Board  
• Audit and Risk Committee 
• Risk & Compliance Assurance Group 
• Trust Management Board 

Quarterly 

Trust Risk Register • Trust Board  
• Audit and Risk Committee 
• Risk & Compliance Assurance Group 
• Trust Management Board 
• Executive Team Meetings 

Monthly 

Divisional • Divisional Management Team 
• Risk & Compliance Assurance Group 

Monthly 

Care Group • Divisional Management Team Monthly 
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Issue Log • Divisional Management Team 
• Audit and Risk Committee 
• Risk & Compliance Assurance Group 
• Trust Management Board 

Monthly 

 

11 Risk Documentation  
11.1 All risks are entered onto the Trust Risk Register held on the electronic risk 

management system. As such the Trust has one centrally held risk register which is 
organised by risk level and source of risk; 

 
 

• Board Assurance Framework (BAF): The Board Assurance Framework is the 
Board level register of risks which may affect the achievement of the Trust’s 
strategic objectives. Risks on the BAF are owned and monitored by the Trust 
Board of Directors and managed through the Executive Board. 
 

• Trust Risk Register: The Trust Risk Register is the culmination of all open and 
active risks within the Trust. 

 
• Strategic Patient First True North Domain Trust Risk Register (Score of 15 

or higher) (Extreme): Strategic risks threaten the way in which the Trust exists 
or operates. These risks may have a detrimental effect on the achievement of the 
Strategic Patient First True North Domain Objectives outlined in the Trusts 
Framework and Annual Plan. 
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Strategic risks have a current risk score of 15 or higher (extreme), are owned by 
the Trust Executive Directors and are monitored by the Executive Team and 
inform the Board Assurance Framework at Trust Board. 
 

• Divisional Risk Register (Score of 8 to 12) (High): Divisional operational risks 
impact on the achievement of the Trust wide business and service objectives. 
Divisional operational risks have a current risk score of 8 to 12 (high), are owned 
by the Trust Senior Managers and monitored by Divisional and Corporate Senior 
Managers and relevant sub committees of the Board 
 

• Care Group Risk Register (Score of 1 to 6) (Low & Moderate): Care Group 
risks are risks that if realised could threaten the way in which the Trust operates 
at a divisional, departmental or local level, but are unlikely to directly impact the 
Trusts Patient First Strategic Objectives. Divisional risks have a current risk score 
of 1 to 6 (low to moderate), are owned and managed by Managers and monitored 
by the divisional and corporate senior management teams. 
 

• Committee or Group Risk Registers: To ensure sufficient assurance of the 
monitoring and management of risk across the Trust, Committee/Group Risk 
Registers will be formed from all risks relevant to the Terms of Reference for the 
Committee or Group. As such risks may be identified through the course of 
business of a committee and will be raised through the relevant executive and 
escalated to Executive Board as necessary/required. 

 
11.2 In addition to the Risk Registers within the Trust the following also integrated within 

the Risk Management Process.  
 

• Issues Log: Issues logs are managed by divisions to document the operational 
issues, which require management through business as usual process. They are 
monitored and managed through the division, relevant committee and will be 
escalated to Executive team as necessary. The Issues Log is held on the 
electronic risk management system. 
 

• Health and Safety Risk Register: Due to their specific nature, health and safety 
related risks must be recorded on the Trust Health and Safety General Risk 
Assessment Form. Health and safety risks that impact the Trust risk appetite will 
be included within the electronic held Trust risk register. 
 

• Patient Clinical / Individual Risks: Clinical Patient risks and those relating to 
individuals will be held locally using the appropriate clinical assessment 
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form/documentation using the Patient Care Record in line with the Clinical Risk 
Assessment and Management Policy and Procedure. Systemic clinical risks will 
be added to the Trust risk register on electronic risk management system. 
 

• Project / Programme Risks: Project / Programme risks will be recorded using 
the projects own internal documentation, typically a risk log. Project and 
programme risks which impact outside of the project itself (with a current risk 
score of 15 or higher) will be added to the Trust Risk Register on the electronic 
risk management system 

12 Risk Ownership, Escalation and Assurance  
12.1 Risk owners are responsible for their risks, ensuring they are correctly scored, that 

suitable and effective controls are implemented and action plans produced and 
monitored, with oversight and compliance monitored by the head of Corporate 
Governance, Legal Services and Information Governance. 

 
12.2 The governance structure enables risks to be managed at the appropriate level 

within the Trust, ensuring a monitoring committee/group with responsibility for 
providing assurance that risks are:  
• Effectively identified; 
• Assessed; 
• Monitored; 
• Managed; and  
• Escalated and de-escalated as appropriate  
 

12.3 It is the responsibility of the monitoring committee/group to ensure that risks are 
escalated appropriately, including escalating themes where they are observed by a 
number of similar low level risks. 
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APPENDIX 1 - Risk Register Field Descriptors 
 
Descriptor Definition  
Risk Identification 
Risk ID Unique risk identification number 
Risk added date The date that the risk was identified 
Risk origin The source of the risk. For example from another risk register: 

• Divisional risk register  
• Safeguarding risk register 
• Infection prevention and control risk register  

Risk title Succinct title for the risk                                                                                                                                                                                                                                                                                                                                                                                           
Risk description Description of the risk 
Risk Type The risk type outlines the kind of risk;  

• Clinical (a risk affecting the care or safety of people who use our 
services) 

• Non-Clinical (a non-clinical risk which affects the business, staff or 
assets of the organisation) 

• Trust wide (a risk which affects all aspects of the organisation e.g. 
both the care and safety of people who use our services and the 
business of the organisation 

Risk Group The risk group defines the theme of the risk;  
• Clinical Performance & Medical Devices 
• Emergency Preparedness / Business Continuity (EPRR/BC) 
• Estates, facilities and Non-medical Equipment 
• External Stakeholders 
• Finance 
• Governance, Compliance & Regulation  
• Health, Safety, Security and Fire 
• Information Governance 
• Innovation  
• IT/Infrastructure 
• Quality & Patient Safety  
• Reputation & Media 
• Training & Education 
• Workforce  

True North Domain The True North Doman the risk mainly applies to/affects: 
• Patient 
• Quality  
• People  
• Systems and Partnership 
• Sustainability  

CQC domain The primary CQC Domain that would be affected should the risk be 
realised;  

• Caring 
• Effective 
• Responsive 
• Safe 
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• Well-Led 
Executive owner The Executive Director with responsibility for ownership of the risk at Board 

level to ensure: 
• The risk is appropriately identified and managed 
• Review occurs within the required timeframes 
• controls and actions are suitable and effective 
• Target scores are achievable  
• Risk scores are accurate   

Risk owner The person responsible for the overall management of that risk and will 
ensure updates provided on controls and scores  

Key existing controls The list of what we are currently doing about the risk to control the risk 
effectively  

Assurance on 
controls 

The list of arrangement in place for obtaining assurance that the key controls 
in place are working effectively and having an impact 

Adequacy of 
controls 

Overview of the adequacy of the controls in place;  
• Adequate - Controls are in place and are adequately controlling the 

risk 
• Partial - (Some controls have been implemented and are adequate 

to control part of the risk; however further controls are required or 
are not adequate to control the risk 

• Inadequate - Controls in place are inadequate to control the risk 
• Uncontrolled - No controls are in place 

Assurance strength The strength of the assurance in place: 
• High  
• Medium 
• Low  

 
Risk Analysis 
Initial risk score The Risk Rating at the time it is identified (this should include with any 

existing controls in place at the time the risk is identified) 
Likelihood A measure of the probability that the predicted harm, loss or damage will 

occur 
Consequence A measure of the impact that the predicted harm, loss or damage would 

have on the people, property or objectives affected. 
Risk score   The Risk Rating is the Consequence x Likelihood 
Direction of Risk 
Score 

The direction of movement of the Residual Risk Rating since the last 
review/progress update; 

• ▲: Up - The Residual Risk Rating has increased   
• ▼: Down - The Residual Risk Rating has reduced  
• ▬: Same - The Residual Risk Rating has remained the same 
• N: New  

Previous risk score  The risk score from the last time the risk was reviewed  
Current risk score  The risk score at the moment 
Risk treatment How the risk will be managed;  

• Tolerate  
• Treat 
• Transfer 
• Terminate 
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Risk Evaluation, Treatment, Monitoring and Control 
Gaps in Control and 
or Assurance 

What gaps in controls and assurance exist, which prevent the risk from be 
reduced to the Target Risk Score? 

Mitigating actions to 
address gaps 

What action needs to be taken to address the gaps in controls and 
assurance to ensure the risk can be reduced to the Target Risk Rating? 

Action lead  The person with responsibility for delivering on the action  
Action due date When will the action required be completed by? 
Action plan update Free text update on the progress of the risk, outlining any blockages to 

delivering the actions required 
Action RAG An overview of the progress of the action;  

• Overdue - The completion date has passed and the action has not 
be implemented   

• At Risk - The action is at risk of not being implemented by the 
completion date 

• On Track - The action is on track to be completed by the 
completion date 

• Complete - The action has been completed  
Target Risk Score The Risk Score that once achieved will ensure the risk has been suitably 

and effectively controlled to reduce the risk to a tolerable level. 
Relevant 
Committee/ Group 

The committee, group or meeting with responsibility for monitoring this risk 
or risk register  

Last review date The date the review/progress updated was completed 
 

Next review date  The date the next review is required in-line with the required timeframes for 
review. 
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APPENDIX 2 - Business Planning Risks Management Flow Chart 
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APPENDIX 3 – Monitoring Arrangements  
Element to be 
monitored  

Executive 
Lead 

Lead How will 
compliance be 
monitored 

Frequency  Who or what 
committee will 
receive results 
for 
information / 
action   

Who will 
undertake the 
action planning 
for deficiencies 
and 
recommendations 

How will 
changes be 
implemented 
and shared 

Monthly Risk 
Scrutiny 

Chief 
Executive 

Director 
Quality & 
Patient Safety 

Trust 
Management 
Board 

Monthly Executive 
Board 

Director Quality & 
Patient Safety 

Required 
changes to 
practice will be 
identified at the 
audit committee 
and actioned 
within a specific 
time frame. A 
lead member of 
the team will be 
identified to take 
each change 
forward where 
appropriate/ 
lessons 
identified will be 
shared with all 
relevant 
stakeholders.  

Divisional risk 
management 
structure 

Chief 
Nursing 
Officer 

Divisional 
Directors  

Internal Audit  Annual  Audit and Risk 
Committee 

Director Quality & 
Patient Safety 

Board, 
Committee and 
Executive 
Management 
risk register 
review 

Chief 
Nursing 
Officer 

Director 
Quality & 
Patient Safety 

Internal Audit Annual  Audit and Risk 
Committee 

Director Quality & 
Patient Safety 

Process for 
management of 
risks locally, 
which reflects 
organisation 
wide risk 
management 
Framework 

Chief 
Medical 
Officer 

Director 
Quality & 
Patient Safety 

Internal Audit Annual  Audit and Risk 
Committee 

Director Quality & 
Patient Safety 

Ensuring board 
members, 
executive and 
senior 
managers 
receive relevant 
risk 
management 
training 

Chief 
Executive 

Director 
Quality & 
Patient Safety 

Internal Audit Annual  Audit and Risk 
Committee 

Director Quality & 
Patient Safety 
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Policy review Chief 
Nursing 
Officer 

Director 
Quality & 
Patient Safety 

Internal Audit Annual  Audit and Risk 
Committee 

Director Quality & 
Patient Safety 

A review of all 
risks with no 
movement  

Chief 
Nursing 
Officer  

Director 
Quality & 
Patient Safety 

Internal Audit Every four 
months 

Risk & 
Assurance 
Compliance 
Group 

Director Quality & 
Patient Safety 

A review of 
closed risks 

Chief 
Nursing 
Officer  

Director 
Quality & 
Patient Safety 

Internal Audit Every six 
months 

Risk & 
Assurance 
Compliance 
Group 

Director Quality & 
Patient Safety 
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APPENDIX 4 – Training Arrangements  
 
Staff Member Board level 

risk training 
Risk video 
(full and 
summary 
versions) 

Datix System 
Training – Risk 
Module 

Risk 
Management & 
Assessment 
Training 

Intranet / 
leaflets (risk 
information 
only) 

1-2-1 
bespoke risk 
training 
 
 

Executive Board 
Members / Executive 
Risk owners 

Every two 
years via 
External 
Provider 

 As and when 
required 

 As and when 
required 

As and when 
required 

Governance teams  Full version 
once 

On appointment, 
as and when 
required and 
system upgrades 

Every two years 
or on 
appointment 

As and when 
required 

As and when 
required 

Datix Risk and 
Control Owners 
(Datix Investigators) 

 Full version 
once 

On appointment, 
as and when 
required and 
system upgrades 

Every two years 
or on 
appointment 

As and when 
required 

As and when 
required 

All staff  Summary 
version on 
appointment 

  As and when 
required 

As and when 
required 
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APPENDIX 6 - Table of Consequences  
 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Patient Safe / 
Caring 

Quality of 
Patient 

Experience / 
Outcome 

Unsatisfactory 
patient experience 
not directly related 
to the delivery of 
clinical care 

Readily resolvable 
unsatisfactory 
patient experience 
directly related to 
clinical care. 

Mismanagement of 
patient care with short 
term affects <7 days 

Mismanagement of 
care with long term 
affects >7 days 

Totally 
unsatisfactory 
patient outcome or 
experience including 
never events. 

Quality Responsive 
Quality/ 

complaints/ 
audit  

Peripheral element 
of treatment or 
service suboptimal  
 
Informal 
complaint/inquiry  

Overall treatment or 
service suboptimal  
 
Formal complaint 
(stage 1)  
 
Local resolution  
 
Single failure to 
meet internal 
standards  
 
Minor implications 
for patient safety if 
unresolved  
 
Reduced 
performance rating 
if unresolved 

Treatment or service 
has significantly 
reduced effectiveness  
 
Formal complaint 
(stage 2) complaint  
 
Local resolution (with 
potential to go to 
independent review)  
 
Repeated failure to 
meet internal 
standards  
 
Major patient safety 
implications if findings 
are not acted on 

Non-compliance with 
national standards with 
significant risk to 
patients if unresolved  
 
Multiple complaints/ 
independent review  
 
Low performance rating  
 
Critical report  

Totally 
unacceptable level 
or quality of 
treatment/service  
 
Gross failure of 
patient safety if 
findings not acted 
on  
 
Inquest/ombudsman 
inquiry  
 
Gross failure to 
meet national 
standards  
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Safe 
Fire Safety 
/General 
Security 

Minor short term 
(<1day) shortfall in 
fire safety system 
 
Security incident no 
adverse outcome 

Temporary (<1 
month) shortfall in 
fire safety system / 
single detector etc. 
(non-patient area) 
 
Security incident 
managed locally 
 
Controlled drug 
discrepancy 
accounted for 

Fire code non-
compliance / lack of 
single detector – 
patient area etc. 
 
Security incident 
leading to 
compromised staff / 
patient safety. 
 
Controlled drug 
discrepancy – not 
accounted for 

Significant failure of 
critical component of 
fire safety system 
(patient area) 
 
Serious compromise of 
staff / patient safety 

Failure of multiple 
critical components 
of fire safety system 
(high risk patient 
area) 
 
Infant / young 
person abduction 

Safe 
Information 

Governance / 
IT 

Breach of 
confidentiality – no 
adverse outcome. 
 
Unplanned loss of 
IT facilities < half a 
day 
 
Health records / 
documentation 
incident – no 
adverse outcome 

Minor breach of 
confidentiality – 
readily Resolvable 
 
Unplanned loss of 
IT facilities < 1 day 
 
Health records 
incident / 
documentation 
incident – readily 
resolvable 

Moderate breach of 
confidentiality – 
complaint initiated 
 
Health records 
documentation 
incident – patient care 
affected with short 
term consequence 

Serious breach of 
confidentiality – more 
than one person 
 
Unplanned loss of IT 
facilities >1 day but 
less than one week 
 
Health records / 
documentation incident 
– patient care affected 
with major 
consequence 

Serious breach of 
confidentiality – 
large 
Numbers 
 
Unplanned loss of 
IT facilities >1 week 
 
Health records / 
documentation 
incident 
– catastrophic 
consequence 
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

People Well Led / 
Safe 

Staffing/ 
competence  

Short-term low 
staffing level that 
temporarily reduces 
service quality (< 1 
day)  

Low staffing level 
that reduces the 
service quality  

Late delivery of key 
objective/ service due 
to lack of staff  
 
Unsafe staffing level 
or competence (>1 
day)  
 
Low staff morale  
 
Poor staff attendance 
for mandatory/key 
training  

Uncertain delivery of 
key objective/service 
due to lack of staff  
 
Unsafe staffing level or 
competence (>5 days)  
 
Loss of key staff  
 
Very low staff morale  
 
No staff attending 
mandatory/ key training  

Non-delivery of key 
objective/service 
due to lack of staff  
 
Ongoing unsafe 
staffing levels or 
competence  
 
Loss of several key 
staff  
 
No staff attending 
mandatory training 
/key training on an 
ongoing basis  
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Safe / Well 
Led 

Impact on the 
health and 
safety of 

patients, staff 
or public 
(physical/ 

psychologica
l harm)  

Minimal injury 
requiring no/minimal 
intervention or 
treatment.  
 
No time off work 

Minor injury or 
illness, requiring 
minor intervention  
 
Requiring time off 
work for <3 days  
 
Increase in length of 
hospital stay by 1-3 
days 
 
Affects 1-2 people 

Moderate injury  
requiring professional 
intervention  
 
Requiring time off 
work for 4-14 days  
 
Increase in length of 
hospital stay by 4-15 
days  
 
RIDDOR/agency 
reportable incident  
 
An event which 
impacts on a small 
number of patients  
 
Affects  (3-15) people 

Major injury leading to 
long-term 
incapacity/disability  
 
Requiring time off work 
for >14 days  
 
Increase in length of 
hospital stay by >15 
days  
 
Mismanagement of 
patient care with long-
term effects  
 
An event which impacts 
on moderate numbers 
(16-50) 

Incident leading  to 
death/fatality  
 
Multiple permanent 
injuries or 
irreversible health 
effects 
  
An event which 
impacts on a large 
number of patients 
(>50) 

Well Led Human 
Resources 

Low staff morale 
affecting one person 

Low staff morale 
(1%-25% of staff) 

Low staff morale 
(26%-50% of staff) 

Very low staff morale 
(51%-75% of staff) 

Very low staff 
morale >75% 

Well Led 
Organisation

al 
Development 

Minor competency 
related failure 
reduces service 
quality <1 day  

75% - 95% staff 
completing 
mandatory/key 
training  

50% - 74% staff 
completing 
mandatory/key 
training 
  

25% - 49% staff 
completing 
mandatory/key training 

<25% of staff 
completing 
mandatory/key 
training 
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Systems and 
Partnership 

Responsive 
/ Well Led 

Statutory 
Duty / 

Compliance / 
Inspection / 

Audit  

No or minimal 
impact or breech of 
guidance/ statutory 
duty  
 
Coroners verdict of 
natural causes, 
accidental death or 
open 
 
No or minimal 
impact of statutory 
guidance 
 
Non-significant / 
temporary lapses in 
compliance / targets 

Breech of statutory 
legislation  
 
Reduced 
performance rating 
if unresolved  
 
Coroners verdict of 
misadventure 
 
Breech of statutory 
legislation  
 
Minor non-
compliance with 
standards / targets 
 
Minor 
recommendations 
from report 

Single breech in 
statutory duty  
 
Challenging external 
recommendations/ 
improvement notice  
 
Police investigation 
 
Prosecution resulting 
in fine >£50K 
 
Issue of statutory 
notice 
 
Significant non-
compliance with 
standards/targets 
 
Challenging report 

Enforcement action  
 
Multiple breeches in 
statutory duty  
 
Improvement notices  
 
Low performance rating  
 
Critical report  
 
Coroners verdict of 
neglect/system neglect 
 
Prosecution resulting in 
a fine >£500K 
 
Low rating 
 

Multiple breeches in 
statutory duty  
 
Prosecution  
 
Complete systems 
change required  
 
Zero performance 
rating  
 
Severely critical 
report  
 
Coroners verdict of 
unlawful killing 
 
Criminal prosecution  
or imprisonment of a 
Director/Executive 
(Inc. Corporate 
Manslaughter) 
 
Loss of 
accreditation / 
registration 
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Well Led Governance 

Minor lapse in 
governance or 
process 
 
Affects one person 
 
Single instance of 
failure relating to 
human error with no 
patient harm 
 
Policy is out of date 
by < 1 month, minor 
non-compliance with 
standards/guidance 

Non-compliance 
with policy or 
process in a single 
department 
 
Policy is out of date 
by < 2 months  
 
Affects up to 5 
people but causes 
no patient harm 
 
Policy is out of date 
by < 2 months,  
 
Non-compliance 
with 
standards/guidance 

Failure of 
governance/process 
impacting beyond a 
single department  
 
Policy out of date by 
2-6 months;  
 
Affects 5-20 people or 
results in patient 
harm  
 
Improvement or non-
compliance notice 
received 
 

Trust wide governance 
failure/multiple 
breaches  
 
Policy out of date > 
6mths/non-existent 
 
Failure affects 20-50 
people 
 
Major non-compliance 
with core standards 

Governance failure 
resulting in 
prosecution 
 
Gross failure in 
governance;  
 
Significant patient 
harm and/or death, 
Prosecution, 
severely critical 
report, overall rating 
of inadequate 
against any of the 
CQC 5 questions 
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Effective / 
Well Led 

Adverse 
publicity/ 
reputation  

Rumours/loss of 
moral within the 
Trust  
 
Potential for public 
concern  
 
Local media 1 day 
e.g. inside pages or 
limited report 

Local media 
coverage –  
short-term reduction 
in public confidence  
 
Local media <7 
days coverage e.g. 
front page, headline 
 
Elements of public 
expectation not 
being met 
 
Regulator concern  

Local media coverage 
 
Long-term reduction 
in public confidence  
 
National Media <3 
days coverage 
 
Regulator action  

National media 
coverage with  < 3 days  
 
Local MP concern  
 
Questions in the House 
 
Confidence on 
organisation 
undermined 
 
Use of services 
affected 

National media 
coverage with >3 
days service well 
below reasonable 
public expectation.  
 
MP concerned 
(questions in the 
House)  
 
Total loss of public 
confidence  
 
Full public enquiry 
 
Public investigation 
by regulator  

Effective / 
Well Led 

External 
Stakeholders 

Minimal or no 
impact to 
Stakeholders 

Minor impact to 
Stakeholders 

Moderate impact to 
Stakeholders 

Major impact to 
Stakeholders 

Catastrophic impact 
to Stakeholders 
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Responsive 
/ Safe 

Service / 
business 

interruption 
Environment

al impact  

Loss/interruption of 
>1 hour  
 
Minimal or no 
impact on the 
environment  
 
No impact on 
delivery of patient 
care/ability to 
provide services 

Loss/interruption of 
>8 hours 
  
Minor impact on 
environment  

Loss/interruption of 
>1 day  
 
Moderate impact on 
environment  
 
Disruption causes 
unacceptable impact 
on patient care 

Loss/interruption of >1 
week  
 
Major impact on 
environment  
 
Sustained loss of 
service which has 
serious impact on 
delivery of patient care 
resulting in major 
contingency plans 
being invoked  
 
Temporary service 
closure 

Permanent loss of 
service or facility  
 
Catastrophic impact 
on environment  
 
Disruption to facility 
leading to significant 
knock-on effect 
across the local 
health economy 

Responsive Agreed 
Targets 

Not Applicable for 
this Risk Type 

1% off planned  
Fail to meet 
National target 1 
quarter  

2%-4% off planned  
Fail to meet National 
target 2 qtrs. Amber 
light 

5%-10% off planned. 
Fail to meet National 
target > 2 quarters Red 
light 

>10% off planned  
Failure to meet 
National target > 2 
quarters, by more 
than 20% 

Sustainability Well Led 
Business 

objectives/ 
projects  

Insignificant cost 
increase/ schedule 
slippage  

<5 per cent over 
project budget  
 
Schedule slippage  

5–10% over project 
budget  
 
Schedule slippage  

Non-compliance with 
national 10–25% over 
project budget  
 
Schedule slippage  
 
Key objectives not met  

Incident leading 
>25% over project 
budget  
 
Schedule slippage  
 
Key objectives not 
met  
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Well Led 
Business / 
Finance & 

Service 
Continuity 

Minor loss of non-
critical service 
 
Small financial loss 
of <£10K 

Service loss in a 
number of non-
critical areas <6 
hours 
 
Financial loss £10-
50K 

Service loss of any 
critical area 
 
Service loss of non- 
critical areas >6 hours 
 
Financial loss £50-
500K  

Extended loss of 
essential service in 
more than one critical 
area 
 
Financial loss of £500k 
to £1m 

Loss of multiple 
essential services in 
critical areas 
 
Financial loss of 
>£1m 

Well Led 
Finance 

including 
claims  

Small loss Risk of 
claim remote  
 
Small financial loss 
of <£10K 

Loss of 0.1–0.25 
per cent of budget  
 
Claim less than 
£10,000  
 
Loss of greater than 
£10,000 and less 
than 0.25 % of 
turnover. 

Loss of 0.25–0.5% of 
budget  
 
Claim(s) between 
£10,000 and 
£100,000  
 
Loss of 0.26-0.5% of 
budget 

Uncertain delivery of 
key objective/Loss of 
0.5–1.0 per cent of 
budget  
 
Claim(s) between 
£100,000 and £1 
million 
 
Purchasers failing to 
pay on time  

Non-delivery of key 
objective/ Loss of 
>1% of budget  
 
Failure to meet 
specification/ 
slippage  
 
Loss of contract / 
payment by results  
 
Claim(s) >£1 million  
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 Consequence score (severity levels) and examples of descriptors  

Patient First  
True North 

Domain 

 
CQC 

Domain Risk Group 
1 
 

Negligible / 
Insignificant  

2 
 

Minor 

3 
 

Moderate 

4 
 

Major 

5 
 

Catastrophic 

Well Led 

Potential for 
patient 

complaint or 
Litigation / 

Claim 

Unlikely to cause 
complaint, litigation 
or claim 
 
Locally resolved 
complaint 
 
Potential for 
settlement /litigation 
<£500 

Overall treatment 
/service 
substandard 
 
Formal justified 
complaint (stage 1) 
 
Complaint possible 
 
Litigation unlikely  
 
Claim(s) <£10k 

Justified complaint 
(stage 2, with 
potential to go to 
independent review) 
involving lack of 
appropriate care 
 
Complaint expected 
 
Litigation possible but 
not certain 
 
Claim(s) £10-100k 

Multiple justified 
complaints / 
Ombudsmen inquiry 
 
Independent review 
 
Litigation expected 
 
Claim(s) £100-£1m 

High profile 
complaint(s) with 
national interest  
 
Multiple justified  
complaints 
Inquest (involving 
legal representation)  
ombudsman inquiry 
 
Multiple claims or 
high value single 
claim .£1m 
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APPENDIX 7 - Table of Likelihood  
 

Likelihood score and examples of descriptors 

Descriptor 
1 
 

Rare 

2 
 

Unlikely 

3 
 

Possible 

4 
 

Likely 

5 
 

Almost Certain 

Frequency 
(How often might it / 
does it occur) 

Not expected to occur 
for years, but may 
occur, but only in 
exceptional 
circumstances 
 
This will probably 
never happen / recur 
 
• Loss, accident or 
illness could only 
occur under freak 
conditions 
• The situation is well 
managed and all 
reasonable 
precautions have been 
taken 
Ideally, this should be 
the normal state of the 
workplace 

Expected to occur at 
least annually.  The 
situation is generally 
well managed. 
However occasional 
lapses could occur. 
 
Do not expect it to 
happen / recur but it is 
possible it may do 
 
 
• This also applies to 
situations where 
people are required to 
behave safely in order 
to protect themselves 
but are well trained  

Expected to occur at 
least monthly. 
 
Might happen or recur 
occasionally  
 
• Insufficient or 
substandard controls 
in place 
• Loss is unlikely 
during normal 
operation, however, 
may occur in 
emergencies or non – 
routine conditions. 

Expected to occur at 
least weekly 
 
Will probably happen / 
recur but it is not a 
persisting issue / 
circumstances 
 
• Serious failures in 
management controls 
• The effects of human 
behaviour or other 
factors could cause an 
accident but is unlikely 
without this additional 
factor. 

Expected to occur at 
least daily 
 
Will undoubtedly 
happen / recur, 
possibly frequently  
 
• Absence of any 
management controls 
If conditions remain 
unchanged there is 
almost a 100% 
certainty that the 
hazard will be realised  

Probability < 3% 3 - 10% 11 - 30% 31 - 90% > 90% 
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APPENDIX 8 - Risk Score Matrix  
 

 Consequence 
 Likelihood  

 1 Negligible 2 Minor 3 Moderate 4 Major 5 Catastrophic 
 
5  Almost Certain 
 

5 
Moderate 

10 
High 

15 
Extreme 

20 
Extreme 

25 
Extreme 

 
4  Likely  
 

4 
Moderate 

8 
High 

12 
High 

16 
Extreme 

20 
Extreme 

 
3  Possible 
 

3 
Low 

6 
Moderate 

9 
High 

12 
High 

15 
Extreme 

 
2  Unlikely 
 

2 
Low 

4 
Moderate 

6 
Moderate 

8 
High 

10 
High 

 
1  Rare 
 

1 
Low 

2 
Low 

3 
Low 

4 
Moderate 

5 
Moderate 

 
 

Colour Descriptor     
R 15 - 25 Extreme Risk     
A 8 - 12 High Risk     
Y 4 - 6 Moderate Risk     
G 1 - 3 Low Risk     
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Risk 
Rating 

Degree 
of Risk Action required to reduce the risk 

(1 - 3) 

Low Risk A risk at this level may be acceptable. If not acceptable, existing 
controls should be monitored or adjusted. No further action or 
additional controls are required.  
Risk Owner: Managers of services  
Governance & Monitoring: Divisional Management Team  
Risk Register: Issues Log and or Divisional  
Escalation Route: Divisional & Corporate Senior Managers. 
Requires review at Care Group and escalated to Divisional 
Governance Group if score escalates between 8-12 
Assurance: Trust Board and its relevant committees and groups 

(4 - 6) 

Moderate 
Risk 

Not normally acceptable. Efforts should be made to reduce the 
risk, provided this is not disproportionate. Establish more 
precisely the likelihood of harm as a basis for determining the 
need for improved control measures. 
Risk Owner: Managers of services  
Governance & Monitoring: Divisional Management Team 
Risk Register: Issues Log and or Divisional  
Escalation Route: Divisional & Corporate Senior Managers 
Assurance: Trust Board and its relevant committees and groups 

(8 - 12) 

High Risk Very unlikely to be acceptable. Significant resources may have to 
be allocated to reduce the risk. Where the risk involves work in 
progress urgent action should be taken. 
Risk Owner: Senior Managers  
Governance & Monitoring: Divisional Management Team and 
Executive Board and relevant Board and specialist area 
committee/groups 
Risk Register: Divisional, Care Group  
Escalation Route: Executive Board. Requires review by  
Divisional Governance Groups / Corporate Divisional Governance 
Groups / Specialised Committees (every month) if score 
increases >15 escalate to Executive team and Risk and 
Compliance Assurance Group 
Assurance: Trust Board and its relevant committees and groups 
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Risk 
Rating 

Degree 
of Risk Action required to reduce the risk 

(15 - 25) 

Extreme 
Risk 

Unacceptable. Immediate action must be taken to manage the 
risk. Control measures should be put into place which will have 
the effect of reducing the impact of an event or the likelihood of 
an event occurring. A number of control measures may be 
required. 
Risk Owner: Executive Director 
Governance & Monitoring: Executive Board and relevant Board 
and specialist area committee/groups 
Risk Register: Trust 
Escalation Route: Executive Board and Trust Board. Requires 
review monthly at RCAG,  Executive Team, Trust Board and 
Integrated Audit Committee 
Assurance: Trust Board and its relevant committees and groups 
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